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Abstract

This document describes a serialiation of the RF(C8366 voucher format
to a JSON format is then signed using the JSON Object Signing and
Encryption mechanism described in RFC7515.

In addition to explaining how the format is created, MIME types are
registered and examples are provided.
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1. Introduction

[RFC8366] describes a voucher artifact used in [BRSKI] and [RFC8572]
to transfer ownership of a device to from a manufacturer to an owner.
That document defines the base YANG module, and also the initial
serialization to JSON [RFC8259], with a signature provided by
[REC5652].

Other work, [I-D.ietf-anima-constrained-voucher] provides a mapping
of the YANG to CBOR [RFC8949] with a signature format of COSE
[RFC8812].

This document provides an equivalent mapping of JSON format with the
signature format in JOSE format [RFC7515].

This document does not extend the YANG definition of [RFC8366] at
all, but accepts that other efforts such as [I-D.richardson-anima-
voucher-delegation], [I-D.friel-anima-brski-cloud], and [I-D.ietf-
anima-brski-async-enroll] do. This document supports signing any of
the extended schemas defined in those documents and any new documents
that may appear after this one.

2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.




3. JSON Web Signatures

[REC7515] defines two serializations: the JWS Compact Serialization
and the JWS JSON Serialization. This document restricts itself to the
JWS Compact Serialization (JWT) format.

The [REC8366] JSON structure consists of a nested map, the outer part
of which is:

{ "ietf-voucher:voucher" : { ..some items }}

this is considered the JSON payload as described in [RFC7515] section
3.

The JSON Compact Serialization is examplained in section 3.1 or
section 7.1, and works out to:

BASE64URL (UTF8(JWS Protected Header)) || '."' |]
BASEG4URL (JWS Payload) || '.' ||
BASE64URL (JWS Signature)

Note that this results in a long base64 content (with two
interspersed dots). The content is transmitted within the HTTPS
session in this base64 format, even though HTTP can accomodate binary
content. This is done to be most convenient for available IWT
libraries, and for humans who are debugging.

There are a number of attributes. They are:
3.1. Unprotected Header

There is no unprotected header in the Compact Serialization format.
3.2. Protected Header

The standard "typ" and "alg" values described in [RFC7515] are
expected in the protected headers.

It is unclear what values, if any, should go into the "typ" header,
as in the [BRSKI] use cases, there are additional HTTP MIME type
headers to indicate content types.

The "alg" should contain the algorithm type such as "ES256".

If PKIX [RFC5280] format certificates are used then the [REC7515]
section 4.1.6 "x5c" certificate chain SHOULD be used to contain the
certificate and chain. Vouchers will often need all certificates in
the chain, including what would be considered the trust anchor
certificate because intermediate devices (such as the Registrar) may
need to audit the artifact, or end systems may need to pin a trust
anchor for future operations.



4. Privacy Considerations

The Voucher Request reveals the IDevID of the system that is
onboarding.

This request occurs over HTTPS, however the Pledge to Registrar
transaction is over a provisional TLS session, and it is subject to
disclosure via by a Dolev-Yao attacker (a "malicious messenger")
[onpath]. This is explained in [BRSKI] section 10.2.

5. Security Considerations

The issues of how [RFC8366] vouchers are used in a [BRSKI] system is
addressed in

6. IANA Considerations
6.1. Media-Type Registry

This section registers the the 'application/voucher-jwt+json' in the
"Media Types" registry.

6.1.1. application/voucher-jose+json

Type name: application

Subtype name: voucher-jwt+json

Required parameters: none

Optional parameters: none

Encoding considerations: JWT+JSON vouchers are JOSE objects

signed with one signer.

Security considerations: See Security Considerations, Section

Interoperability considerations: The format is designed to be
broadly interoperable.

Published specification: THIS RFC.

Applications that use this media type: ANIMA, 6tisch, and other
zero-touch imprinting systems

Additional information:
Magic number(s): None
File extension(s): .vjj
Macintosh file type code(s): none

Person & email address to contact for further information: IETF
ANIMA WG

Intended usage: LIMITED

Restrictions on usage: NONE

Author: ANIMA WG

Change controller: IETF

Provisional registration? (standards tree only): NO

7. Acknowledgements

Your name here.
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Appendix A. Examples

These examples are folded according to [RFC8792] Single Backslash
rule.

A.1. Example Voucher Request (from Pledge to Registrar)

The following is an example request sent from a Pledge to the
Registrar. This example is from the Siemens reference Registrar
system.

<CODE BEGINS> file "voucher request 01.b64"

eyJhbGci0iAiRVMyNTYiLCAieDVjIjogWyINSULCMmpDQOFZQ2dBdO1CQWd\
ROFXZWdKY1INMTUFVRONDcUdTTTQ5QkFNQO1EMHhDek FKQmdOVkIBWVYRBa0Z\
TVIVdOV3WURWUVFLREF4S2FXNW5TbWx1WjBOdmNuQXhGekFWQmdOVkIBTU1\
a3BwYm1kS2FXNW5WR1Z6ZEVOQk1DQVhEVEUOTVRIeE1qQXpNamcxTVZVWUR\
azVPVGt4TWpNeE1qTTFPVFU1V2pCUO1RCc3dDUVLIEVIFRROV3SKIVVEVWTUI\
ROExVUVDZ3dNU21sdVowcHBibWREY jNKdO1STXdFUV1IEV1FRRkV3b3dNVEL\
TkRVMk56ZzVNUmMN3R1FZRFZRUUREQTVLYVc1b1NtbHVaMFIsZGlsalpUQlp\
Qk1HQNTxR1INNND1BZOVHQONXRINNND1BdOVIQTBIQUINVkdHOFo1lcGpmNWp\
bnlyVXJYeVoxalBncUJ1MOS5YdTFKVEFEZStyL3Y2SnpJSGwzNTVIZ2NIQzN\
eHBpYNnFKTS91V1JhRX1qcWNDSmoOakprb3dDdWpWVEJUTUN3RONTcOdBUVF\
Z3U1UOFNUWZEQj FOWVhOaExYUmxjM1F1YzJsbGIXVnVjeTFpZEM1dVpYUTZ\
VFEWTXpBVEInT1ZIU1VFRERBS0InZ3JCZOVGQLFjREFqQUICZOSWSFE4QKF\
OEVCQU1DQjRBAONNWUlLb1pJemowRUF3SURTQUF3UTFJZ1dOUHpISVhZMm1\
UlhKdEV4S0VoaFpkYTRYKOVwbFpvbUVIMnpBMGRzam9DSVFDMOpwUW1SWEL\
bi9wNEJ10W16aWk5MmVjbFRANCOPNHIsbTdNeUxxa2hkQTO9I119.eyJpZX\
mLXZvdWNoZXItcmVxdwWVzdDp2b3VjaGVyIjogeyljcmVhdGVkLWOuIjogIj\
wMjAtMTAtMjJUMDI6MZzc6MzKUMDAWWiIsICIub25jZSI6ICITRHMrKy9GdU\
IR1VuUnhOMOUXNENRPTOiLCAic2VyaWFsLW51bWI1ciI6ICIWMTIzNDU2NZ\
5In19.Vj9pyo43KDEqOe5tokwHpNhVMOuUkLCatwNQxfsCKH8GRQ2iTT2fq\
39k40M-7S-vheDHHUBHFSWb502EPwkdA

<CODE ENDS>

It contains the following three parts:

Header:


https://www.rfc-editor.org/info/rfc8949
https://www.rfc-editor.org/info/rfc8949

<CODE BEGINS> file "voucher request 01-header.b64"

{

"alg": "ES256",

"x5c¢": [

"MIIB2jCCAYCgAwIBAgIGAWegdcSLMAoGCCqGSM49BAMCMDOXCzAJBg\

VBAYTAKFRMRUWEWYDVQQKDAxKaW5nSmluZ0NvcnAxFzAVBgNVBAMMDkppbm\
KaW5nVGYzdENBMCAXDTE4MTIXMjAzMjg1lMVoYDzk50TkxMjMxMjM10TUSW] \
SMQswCQYDVQQGEwJIBUTEVMBMGA1UECgwMSmluZOppbmdDb3JwMRMwWEQYDVQ\
FEwowMTIzNDU2Nzg5MRcwFQYDVQQDDA5KaW5nSmluZORldm1ljZTBZMBMGByY\
GSM49AgEGCCQGSM49AWEHAOIABMVGG8Z5pj f5jXnyrUrXyZ1kPggqBe3NXul\
TADe+r/v6JzIH1355IgcHC3axpibgJM/bWRaEyjqcCJj4jIkowCujVTBTMC\
GCSsGAQQBgu5SAgQfDBLtYXNhLXR1c3Quc211bWVucy1lidC5uZXQ60TQOMz\
TBgNVHSUEDDAKBggrBgEFBQcDAjAOBgNVHQ8BAT8EBAMCB4AwWCgYIK0ZIZj\
EAwWIDSAAWRQIgWtPzIIXY2ixRXJtEXKEhhZda4X+EplZomEI2zA0dsjoCIQ\
3JpQmRXMGNn/p4Bu9izii92ec1Tx4/04rlm7MyLgkhdA=="

]
}

<CODE ENDS>

Payload:

<CODE BEGINS> file "voucher request 0l-payload.b64"

{

"ietf-voucher-request:voucher": {
"created-on": "2020-10-22T02:37:39.000Z",
"nonce": "eDs++/FuDHGUNRXN3E14CQ==",
"serial-number": "0123456789"

}

}

<CODE ENDS>

Signature:
<CODE BEGINS> file "voucher request 0l-signature.b64"

Vj9pyo43KDEqOe5tokwHpNhVMOuUkLCatwNQxfsCKH8GRQ2iTT2TqD39k40\
-7S-vheDHHUBHFSWb502EPwkdA

<CODE ENDS>



A.2. Example Parboiled Voucher Request (from Registrar to MASA)

The following is an example request sent from the Registrar to the
MASA. This example is from the Siemens reference Registrar system.
Note that the previous voucher request can be seen in the payload as
"prior-signed-voucher-request".



<CODE BEGINS> file "parboiled voucher request 01.b64"

eyJhbGci0iJFUzI1INiIsInglYyI6WyJNSULCb3pDQOFVcWdBdO1CQWdIROF\
MGVMdULGTUFVRONDcUdATTTQ5QkFNQO1EVXhFekFSQmdOVkIBbO1DazE1UW5\
emFXNWxjMO14RFRBTEINT1ZCQWNNQkZOcGRHVXhEekFOQmdOVkIBTU1CbFJ\
YzNSRFFUQWVGdzB4T1RBNU1URXdNak®zTXpKYUZ3MH1PVEELITVRFAO1gTTN\
ekphTUZReEV6QVICZO5WQkFVTUNrMTVRb1Z6YVc1bGMzTXhEVEFMQmdOVKI\
YO1CRK5wZEdVeExqQXNCZO5WQkFNTUpWSmxaMmx6ZEhKaGNpQldiM1ZqYUd\
eU1GSmxjWFZsYzNRZ1UybG5ibWx1Wn1CTFpYa3dXVEFUQmdjcWhrak9QUU1\
QmdncWhrak9QuUU1CQnd0QOFBVDZ4VnZBdnFUejFaVWl1TldoWHBRc2thUHK\
QUhIUUX3WGLKMGLFTHQ2dU5QYW5BT jBRb1dNWUSVMENERWpJa0JRb2JI30F 1\
cWpOeEpIVINHVGo5509veWN3STRBVEINT1ZIU1VFRERBS0INnZ3JCZOVGQLF\
REhEQU9CZO5WSFE4QkFmOEVCQU1DQjRBAONNWUlLb1pJemowRUF3SURSAOF\
UKFJZ11yMkxmcW9hQOtERjRSQWNNbUppKO5DWNFkU211VnVnSVNBNO90S1J\
M11DSUR4b1BNTW5SwWWEFNVHIQSnVQV31jZUVSMTFQeEhPbiswQ3BTSGkycWd\
V1giLCINSULCcERDQOFVbWdBdO1CQWdIROFXMGVMdUgrTUFVRONDcUdTTTQ\
QkFNQO1EVXhFekFSQmdOVkIBbO1DazE1UW5WemFXNWxjMO14RFRBTEINT1Z\
QWNNQkZ0cGRHVXhEekFOQmdOVkIBTU1CbFJsYzNSRFFUQWVGdzB4T1RBNU1\
RXdNak®zTXpKYUZ3MH1PVEELTVRFdO1qTTNNekphTURVeEV6QVICZO5SWQKF\
TUNrMTVRb1Z6YVc1bGMzTXhEVEFMQmdOVKIBYO1CRk5wZEdVeER6QU5CZO5\
QkFNTUJsUmxjM1JEUVRCWk1CTUdCeXFHU®GOOOUFNRUADQ3FHUGOOOUF3RUN\
ME1BQk9 rdmtUSHU4UWXUMOZISjFVYUk3K1dzSE9iMFVTMINBTHRHNXd1S1F\
aml1eDA2LINFWTVQSm1idmdIVEIrRi9RVGpnZWXxIR3kxWUtwd2NOTWNZzU3T\
alJUQkRNQkUTHQTFVZEV3RUIVd1FJTUFZQkFmOENBUUV3RGAZRFZSMFBBUUg\
QkFRREFNSUVNQjBHQTFVZERNUVACQTRVWk1NelFkc@Qvai8rZ1gvN2NCSnV\
SC9YbWpBS0JInZ3Foa2pPUFFRREFNTkpBREJHQWLFQXR4UTMrSUxXHQUBJIdFN\
NGI5V1hoWE51aHFTUDZIK2IVTEMvZ1ZZRGpRNmODSVFERZzJ1UKNIbFZXM31\
QjU4VFhNVWJI6SDgrT2xoV1V2T2xSRDNWRXFEZGNRAzO9I119.eyJpZXRmLX\
vAdWNoZXItcmVxdWVzdDp2b3VjaGVyIjp7InNlcmlhbCludWliZXIi0iIwMT\
ZNDU2Nzg5Iiwibm9uY2Ui0iJTRHMrKy9GdURIR1VuUUnhOMOUXNENRPTOiLC\
wcmlveilzaWduZWQtdm91Y2hlcilyZXF1ZXNOIjoiZX1KaGIHY21PaUFpU1\
NeUSUWWLMQOFpZURWaklgb2dXeUpOU1VsQO1ltcERRMEZaUTIkQmQwbENRV2\
KUjBGWFpXZGtZMUSNVFVGdTIwTkRjVWRUVFRRNVFrRk5RMDFFTUhoRGV rRk\
RbWRPVmtKQldWUkJIhMFpTVFZKVmQwV jNXVVIXVVZGTFIFRjRTMKZYT1c1VG\
XeDFXakJPZG10dVFYaEd1aOZXUW1kT1ZrSKJUVTFFYTNCA1UtMWtTMKZYT1\
1V1IxWjZaRVZPUWsxRFFWaEVWRVUwVFZSSmVFMXFRWHBOYW1jeFRWWNZXVV\
2YXpWUFZHdDRUV3B0ZUUxcVRURTBWR1UXV j JwQ1UwMVJjM2REVVZSRVZsR1\
SMFYZzU2tKV1ZFV1dUVUpOUjBFeFZVVkRaM2ROVTIxc2RWb3djSEJpYLdSRV\
gTktkMDFTVFhKRTVWbEVWDEZSUmtWM2IzZESWRWwW2VGtSVKk1rNTZaelZOVW\
OM1JsR1pSR1pSVVVSRVFUVkxZVmMxYmx0dGJIVmFNRkpzWkcxc2FscFVRbH\
OUWsxSFFubHhSMU50TkRsQlowVkhRME54Uj FOTK5EDEIJKMFZIUVRCS1FVSk\
Wa2RITOZVMWNHcG10V3BZYm5seVZYS111Vm94YTFCbmNVSmxNMDVZZFRGal\
FRkVaU3R5TDNZMINucEpTR3d6TLRWSloy Tk lRek50ZUhCcFLuRktUUz1pVj\
KaFJYbHFjVO5EU21vMGF rcHJiM2REZFdwV1ZFS1VUVU4zUjBOVGMwZEJVVK\
DWjNVMVUwWRmM5VV1pFUWpGMFdWaE9hRXhZVW14akOxRjFZekpzYkdKWFZuVm\
TVEZWWKkVNMWRWcF1VVFpQVkZFd1RYcEJWRUpuVGxaSVUxVkZSRVICUzBKb1\
zSkNaMFZHUWxGalJFRnFRVT1DWjA1VINGRTRRaOZtTOVWQ1FVMURRalJCZD\
0bldVbExiMXBKZW1vd1JVRjNTVVIUUVVGM1VsRkpaMWQwVUhwSTNWaFpNbW\
OVWx0S2RFVjRTMFZvYUZwallUUTTLMFZ3YkZwdmJVVkpNbnBCTUdSemFtOU\
TVKZETTBwd1VXMVNXRTFIYmk5dO5FSjFPV2w2YVd rNU1tVmpiR1IOTKM5UEN
ISnNiVGROZVV4eGEyaGtRVDA5SWwx0S51eUpwWlhSbUxYWnZkVO5viWlhIdG\
tVnhkV1Z6ZERWMmMIZzVmphR1Z5SWpvZ2V5SmpjbVZoZEdWaOxX0XVIam9nSW\



JdO1qQXRNVEFOTWpKVU1ESTZNemM2TXp rdU1EQXdXaUlzSUNKdWIyNWpaUo\
2SUNKbFJIITXJLeTlHZFVSSVIXVnVVbmhPTTBVeESFT1JQVDBpTENBaWMyVn\
hVOZzTFc1MWIXSmxjaUk2SUNJdO1USXpORFUyTnpnNUTuMTkuVmo5cHULVvND\
LREVXMGU1dGOrdOhwTmhWTTB1VWtMQ2FOdO5ReGZzQOtIOEASUTIpVFQyZn\
EMz1rNDBNLTATLXZ0oZURISHVCSEZTV2IIMDIFUHArZEEiLCJjcmVhdGVKLW\
uljoiMjAyMCOXMCOYM1QwMjozNzoz0S4yMzVaInl9.S3BRYIKHbsqwQEZsB\
J1COIVAX02NPEc500 BnXK JkQfStTIeHFCALdv5MzYdTu9myJO1lmuaSFEI\
~ NFMSFjA

<CODE ENDS>

It contains the following three parts:
Header:
<CODE BEGINS> file "parboiled voucher request 0l-header.b64"

{

"alg": "ES256",

"x5c": [

"MIIBozCCAUqgAwIBAgIGAWOeLuIFMA0oGCCqGSM49BAMCMDUXEZARBg\
VBAoMCk15QnVzaW51c3MxDTALBgNVBACMBFNpdGUxDzANBgNVBAMMBLR1c3\
DQTAeFwOXOTASMTEWMjM3MzJaFwOyOTASMTEWMjM3MzJaMFQxEzARBgNVBA\
MCk15QnVzaW51c3MxDTALBgNVBACMBFNpdGUXLjAsBgNVBAMMIVI1Z21zdH\
hciBWb3VjaGVyIFJ1cXV1c3QgU2lnbmluZyBLZXkwWTATBgcghkjOPQIBBg\
ghkjOPQMBBwWNCAAT6XVVAvQqTz1ZUiuNWhXpQskaPy7AHHQLWXiJOiELt6uN\
anANOQnNWMY0/0CDEj IkBQobw8YKqj txJHVSGTj9K0oycwITATBgNVHSUEDD\
KBggrBgEFBQcDHDAOBgNVHQ8BAT8EBAMCB4AwCgYIK0ZIzjOEAWIDRWAWRA\
gYr2LfqoaCKDF4RACMMIi+NCZqdSiuVugISA70hKRq3YCIDXnPMMnpXAMT r\
JuPWyceER11PxHONn+0CpSHi2qgpWX",
"MIIBpDCCAUmgAwIBAgIGAWOeLuH+MAoGCCqGSM49BAMCMDUXEZzARBg\

VBAoMCk15QnVzaW51c3MxDTALBgNVBACMBFNpdGUxDzANBgNVBAMMB1R1c3\
DQTAeFwOXOTASMTEWMjM3MzJaFwOyOTASMTEWMjM3MzJaMDUXEzARBgNVBA\
MCk15QnVzaW51c3MxDTALBgNVBACMBFNpdGUxDzANBgNVBAMMBTR1c3RDQT\
ZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABOkvkTHU8QLT3FHI1UaI7+WsHO\
OUS3SALtG5wuKQDjiex06/ScY5PJibvgHTB+F/QTjgelHGY1YKpwcNMcsSy\
jRTBDMBIGA1UdEWEB/wQIMAYBAT8CAQEWDgYDVROPAQH/BAQDAgIEMBOGAL\
dDgQWBBT0ZIMzQdsD/j/+gX/7cBJucH/XmjAKBggghkjOPQQDAgNJADBGAL\
AtxQ3+ILGBPItSh4b9WXhXNuhqSP6H+b/LC/fVYDjQ60CIQDG2uRCH1VQg3y\
B58TXMUbzH8+01hWUvO1RD3VEqDdcQw=="

]

}
<CODE ENDS>

Payload:



<CODE BEGINS> file "parboiled voucher request 0l-payload.b64"

{
"ietf-voucher-request:voucher": {

"serial-number": "0123456789",

"nonce": "eDs++/FuDHGUNRXN3E14CQ==",

"prior-signed-voucher-request": "eyJhbGciOiAiRVMyNTYiLC\
ieDVjIjogWyJNSUTCMmpDQOFZQ2dBdO1CQWdIROFXZWdKY1INMTUFVRONDCU\
TTTQ5QkFNQO1EMHhDekFKQmdOVKkJIBWVRBa0ZSTVIVdOV3WURWUVFLREF4S2\
XNW5TbWx1WjBOdmNuQXhGekFWQmdOVkJIBTU1Ea3BwYm1kS2FXNW5WR1Z6ZE\
0Qk1DQVhEVEUOTVRIeE1qQXpNamcxTVZvWURG6azVPVGt4TWpNeE1qTTFPVF\
1V2pCUO1Rc3dDUVIEVIFRROV3SKIVVEVWTUINROEXVUVDZ3dNU21sdVowcH\
ibWREYjNKdO1STXdFUVLIEVIFRRkV3b3dNVEL6TKRVMk56ZzVNUMN3RTFZRF\
RUUREQTVLYVc1lb1NtbHVaMFJsZGlsalpUQlpNQk1HQnTxR1INNNDT1BZOVHQO\
XRINNND1BdOVIQTBIQUINVkdHOFolcGpmNWpYbnlyVXJYeVoxalBncUJ1MO\
YdTFKVEFEZStyL3Y2SnpJSGwzNTVIZ2NIQzNheHBpYnFKTS9iV1JhRX1qcW\
DSmoOakprb3dDdWpWVEJUTUN3RONTcOdBUVFCZ3ULUOFNUWZEQ]jFOWVhOaE\
YUmxjM1F1YzJsbGIXVnVjeTFpZEM1dVpYUTZPVFEWTXpBVEINT1ZIU1VFRE\
BS0InZ3JCZOVGQLFjREFqQUICZO5WSFE4QkFmOEVCQU1DQjRBAONNWUTLb1\
JemowRUF3SURTQUF3U1FJZ1dOUHpJISVhZMm14U1hKdEV4S0VoaFpkYTRYKO\
wbFpvbUVIMnpBMGRzam9DSVFDMOpwUW1SWE1Hbi9wNEJ10W16aWk5MmVjbF\
4NC9PNHJIsbTdNeUxxa2hkQT0O9I119.eyJIpZXRmLXZvdWNoZXItcmVxdwVzd\
p2b3VjaGVyIjogeyljcmVhdGVKLWOuUIjogIljIwMjAtMTAtMjJUMDI6MZCcE6M\
KuMDAWWiIsICJub25jZSI6ICITRHMrKy9GdURIR1IVUUnhOMOUXNENRPTO1L\
Aic2VyaWFsLW51bWJ1ciI6ICIwMTIzNDU2Nzg5In19.Vj9pyo43KDEqOe5t\
kwHpNhVMOuUkLCatwNQxfsCKH8GRQ2iTT2fqD39k40M-7S-vheDHHUBHFSW\
502EPwkdA",

"created-on": "2020-10-22T02:37:39.2352"

}

}
<CODE ENDS>

Signature:
<CODE BEGINS> file "parboiled voucher request 0l-signature.b64"
S3BRYIKHbsqwQEZsBgJ1COIVAX02NPEc500 BnXK JkQfStTIeHFCALdv5M\

YdTu9myJO1lmuaSFEIu NFMSFjA
<CODE ENDS>

A.3. Example Voucher Result (from MASA to Pledge, via Registrar)

The following is an example voucher sent from the Registrar to the
MASA. This example is from the Siemens reference MASA system.



<CODE BEGINS> file "voucher 01.b64"

eyJhbGci0iJFUzI1INiIsInglYyI6WyJNSU1Ca3pDQOFUaWdBdO1CQWdIROF\
RkJgQ2tZTUFVRONDcUdTTTQ5QkFNQO1EMHhDekFKQmdOVkIBWVRBa0ZSTVI\
dOV3WURWUVFLREF4S2FXNW5TbWx1WjBOdmNuQXhGekFWQmdOVkIBTU1Ea3B\
Ym1kS2FXNW5WR1Z6ZEVOQk1CNFhEVEUOTURFeUQURXdAOVEKwTUZVWERUSTR\
REV5T1RFAO5USTBNRm93VHpFTE1Ba®dBMVVFQmhNQ1FWRXhGVEFUQmMdOVKJI\
bO1ERXBwYm1kS2FXNW5RMj 15YORFcE1DYOdBMVVFQXd3Z1NtbHVaMHBwYm1\
RGIzSndJIR1p2ZFdOblpYSWdVMmxuYmlsdVp5QkxaWGt3V1RBVEInY3Foa2p\
UFFJQkInZ3Foa2pPUFFNQkJ3TkNBQVNDNmI1LTEFtZXExVnc2aVFyUnM4UjB\
Vys0YjFHV31kbVdzMkdBTUZXd2JpdGYybklYSDNPcUhLVNnU4czJSdm1CRO5\
dk9LROJISHRCZGLGRVpadmI3b3hJdOVEQUICZOSWSFE4QKkFmOEVCQU1DQjR\
dONnWUlLb1pJemowRUF3SURTUUF3UmdJaEFINFBZYnh@c3NIUDJIWSHgvdHp\
b1EVU3N5ZEwzMERRSU5FdGNOOW1DVFhQQWLFQXZJYjNvKOZPMOJUbmNMRNN\
S1pSQWtkN3pPdXNuLy9aS09hRUtic1ZEaVU9I119.eyJpZXRmLXZvdWNoZX\
6dm91Y2h1lciIbeyJhc3NlcnRpb24i0iJsb2dnZWQilCIzZXIpYWwtbnVtYm\
yIjoiMDEyMzQ1Njc40SIsIm5vbmNlIjoiZURzKysvRnVESEdAVb1I4TjNFMT\
DUTO9IiwiY3J1YXR1ZC1lvbiI6IjIwMjAtMTAtMjIJUMDI6MZzCcO6MZzKUuOTIXWi\
sInBpbm51ZC1kb21haW4tY2VydCI6Ik1JSUIJWRENDQVVtZOF3SUIBZOTHQV\
wZUx1SCtNQWOHQONXRINNNDTCQU1DTURVeEV6QVICZOSWQKFVTUNrMTVRb1\
6YVc1lbGMzTXhEVEFMQmdOVkIBY®1CRk5wZEdVeER6QU5CZOSWQKFNTUIsUm\
jM1JEUVRBZUZ3MHhPVEE1TVRFdO1gTTNNekphRncweUQUQTVNVEV3TWpNMO\
6SmFNRFV4RXpBUKINT1ZCQWINQ2sxNVFuVnphVzVsYzNNeERUQUXCZO5WQk\
jTUIGTnBkR1V4A4RHpBTkInT1ZCQUINQmMxSbGMzUKRRVEJaTUINROIScUATTT\
5QWdFRONDcUdTTTQ5QXdFSEEWSUFCT2t2a1lRIdThRbFQzRKhKMVVhSTcrV3\
IT2IwVVMzUOFMdEc1d3VLUURqaWV4MDYVvU2NZNVBKaWl2Z0hUQitGL1FUam\
1bEhHeTFZS3B3YO5NY3NTeWFqUTRCRE1CSUdBMVVKRXdFQi93UUTNQV1CQW\
4Q0FRRXJEZ11EV1IWUEFRSC9CQVFEQWdIRU1CMEdBMVVKRGARVOICVG9aSU\
6UWRZRCOqLYytnWC83YOIKdAWNIL1htakFLQmdncWhrak9QUVFEQWdOSKFEQK\
BaUVBdHhRMytJTEdCUE1OU2g0Yj LXWGhYTnVocVNQNkgrYioMQyOmV11lEal\
2bONJUURHMNVYSQOhsVNEzeWhCNThUWE1VYnpIOCtPbGhXVXZPbFJEM1ZFcU\
kY1F3PTOifX0.uli0 VB6XIhE8QuhKDGgCxkzsnR20IoLOp6qYKpYBDtgkR\
2ykDO QFjk7W8P5ATW-CQnW1J3ILSeiwMfonI0g

<CODE ENDS>

It contains the following three parts:

Header:



<CODE BEGINS> file "voucher 01-header.b64"

{

"alg": "ES256",

"x5c¢": [

"MIIBkzCCATigAwIBAQIGAWFB]jCkYMA0oGCCqGSM49BAMCMDOXCzAJBg\

VBAYTAKFRMRUWEWYDVQQKDAxKaW5nSmluZ0NvcnAxFzAVBgNVBAMMDkppbm\
KaW5nVGVzdENBMBAXDTE4MDEYOTEWNTIOMFoXDTI4AMDEYOTEWNTIOMFowTz\
LMAKGA1IUEBhMCQVEXFTATBgNVBAoOMDEppbmdKaW5nQ29ycDEpMCcGAIUEAW\
gSmluzZOppbmdDb3IwIFZvdWNoZXIgU21nbmluZyBLZXkwWTATBgcghkjOPQ\
BBggqghkjOPQMBBWNCAASC6belLAmeqlVw6iQrRs8ROZW+4b1GWydmWs2GAMF\
wbitf2nIXH30gHKVu8s2RviBGNivOKGBHHtBdiFEZZvb70xIwEDAOBgNVHQ\
BATf8EBAMCB4AwCgYIK0ZIzjOEAWIDSQAWRgGIhAI4PYbxtssHP2VHx/tzUoQ\
SsydL30DQINEtcNOmCTXPAiEAVIb30+F03BTncLFsalZRAkd7z0usn//ZKO\
EKbsVDiU="

]

}
<CODE ENDS>

Payload:
<CODE BEGINS> file "voucher 01-payload.b64"

{
"ietf-voucher:voucher": {
"assertion": "logged",
"serial-number": "0123456789",
"nonce": "eDs++/FuDHGUNRXN3E14CQ==",
"created-on": "2020-10-22T02:37:39.921Z7",
"pinned-domain-cert": "MIIBpDCCAUmgAwIBAgIGAWOelLuH+MA0G\
CgGSM49BAMCMDUXEzARBgNVBAoMCk15QnVzaW51c3MxDTALBgNVBACMBFNp\
GUxDzANBgNVBAMMB1R1c3RDQTAeFwOXOTASMTEWMjM3MzJaFwOyOTASMTEwW\
jM3MzJaMDUxEzARBgNVBAoMCk15QnVzaW51c3MxDTALBgNVBACMBFNpdGUXx\
zANBgNVBAMMB1R1c3RDQTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOTIABOKV\
THU8Q1lT3FHJ1UaI7+WsHObOUS3SALtG5wuKQDjiex06/ScY5PIibvgHTB+F\
QTjgelHGYy1lYKpwcNMcsSyajRTBDMBIGALUdEWEB/wQIMAYBATf8CAQEWDgYD\
ROPAQH/BAQDAgIEMBOGA1UdDgQWBBT0ZIMzQdsD/ j/+gX/7cBJucH/XmjAK\
ggghkjOPQQDAgNJADBGAiEAtXQ3+ILGBPItSh4b9WXhXNuhqSP6H+b/LC/f\
YDjQ60CIQDG2uRCH1Vg3yhB58TXMUbzH8+01hWUvOlRD3VEqDdcQw=="
}

}
<CODE ENDS>

Signature:



<CODE BEGINS> file "voucher 0l-signature.b64"

uli0 VB6XIhE8QuUhKDGgCxkzsnR20IoLOp6qYKpYBDtgkRT2ykDO QFjK7W\
P5ATW-CQnW1J3ILSeiwMf9nI0g

<CODE ENDS>
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