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Abstract

   LSP-Ping and BFD for MPLS are existing and widely deployment OAM
   mechanisms for MPLS LSPs.  This document describes ACH encapsulation
   for LSP-Ping, to enable use of LSP-Ping when IP addressing is not in
   use.  This document also clarifies the use of BFD for MPLS LSPs using
   ACH encapsulation, when IP addressing may not be available and/or it
   may not be desirable to encapsulate BFD packets in IP.

Status of this Memo

   This Internet-Draft is submitted to IETF in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
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http://www.ietf.org/shadow.html.
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1.  Introduction

   LSP-Ping [RFC4379] and [I-D.ietf-bfd-mpls] are OAM mechanisms for
   MPLS LSPs.  This document describes ACH encapsulation for LSP-Ping,
   to enable use of LSP-Ping when IP addressing is not in use.  When IP
   addressing is in use, procedures specified in [RFC4379] apply as is.
   This document also clarifies the use of BFD for MPLS LSPs using ACH
   encapsulation, when IP addressing may not be available and/or it may
   not be desirable to encapsulate BFD packets in IP.

1.1.  Conventions used in this document

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

1.2.  LSP-Ping and BFD over ACH

   In certain MPLS-TP deployment scenarios IP addressing might not be
   available or it may be preferred to use non-IP encapsulation for LSP-
   Ping and BFD packets.  To enable re-use of OAM techniques provided by
   LSP-Ping and BFD in such networks, rest of this document defines
   extensions to LSP-Ping and procedures for using BFD.

   Sections Section 2.1 and Section 2.2 describe a new ACH code-point
   for performing LSP-Ping over ACH.  Section Section 3 describes
   procedures for using BFD over ACH.

2.  LSP-Ping extensions

2.1.  LSP-Ping packet over ACH for LSPs

   [RFC5586] defines an ACH mechanism for MPLS LSPs.  This document
   defines a new ACH channel type for LSP-Ping, when IP addressing is
   not in use, for LSP-Ping over associated bi-directional LSPs and co-
   routed bi-directional LSPs.

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |0 0 0 1|Version|   Reserved    |     LSP-Ping Channel Type     |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Figure 1: LSP-Ping ACH Channel Type

   When ACH header is used, an LSP-Ping packet will look as follows:
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       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                         MPLS Label stack                      |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                          GAL                                  |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |0 0 0 1|Version|   Reserved    |     LSP-Ping Channel Type     |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                          ACH TLVs                             |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                      LSP-Ping payload                         |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Figure 2: LSP-Ping packet with ACH

   When using LSP-Ping over the ACH header, the LSP-Ping Reply mode
   [RFC4379] in the LSP-Ping echo request MUST be set to 4 (Reply via
   application level control channel).

2.2.  LSP-Ping packet over ACH for PWs

   [RFC4385] defines an PW-ACH mechanism for pseudowires.  The ACH
   channel type for LSP-Ping defined in Section 2.1 will be re-used for
   pseudowires so that IP addressing is not needed when using LSP-Ping
   OAM over pseudowires.

2.3.  Source Address TLV

   When sending LSP-Ping packets using ACH, without IP encapsulation,
   there MAY be a need to identify the source address of the packet.
   This source address will be specified via the Source Address TLV,
   being defined in [I-D.ietf-mpls-tp-ach-tlv].  Only 1 source address
   TLV MUST be present in a LSP-Ping packet.  The source address MUST
   specify the address of the originator of the packet.  If more than 1
   such TLV is present in a LSP-Ping request packet, then an error of
   "Malformed echo request received" SHOULD be returned.  If more than 1
   source address TLV is present, then the packet SHOULD be dropped
   without further processing.

2.4.  MEP and MIP Identifier

   When sending LSP-Ping packets using ACH, there MAY be a need to
   identify the maintenance end point (MEP) and/or the maintenance
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   intermediate point (MIP) being monitored.  The MEP/MIP identifiers
   defined in [I-D.swallow-mpls-tp-identifiers] can be carried in the
   ACH TLVs [I-D.ietf-mpls-tp-ach-tlv] for identification.

3.  Running BFD over MPLS-TP LSPs

   [I-D.ietf-bfd-mpls] describes how BFD can be used for Continuity
   Check for MPLS LSPs.  When IP addressing is in use, the procedures
   described in [I-D.ietf-bfd-mpls] apply as is.  This section clarifies
   the usage of BFD in the context of MPLS-TP LSPs when it is not
   desirable to use IP encapsulation.  When using BFD over MPLS-TP LSPs,
   the BFD descriminator MAY either be signaled via LSP-Ping or be
   statically configured.  The BFD packets MUST be sent over ACH when IP
   encapsulation is not used.  The ACH Channel type MUST be set to the
   value specified in [I-D.ietf-pwe3-vccv-bfd].  BFD packets, for both
   directions, MUST be sent over the MPLS-TP LSP and IP forwarding
   SHOULD NOT be used for the reverse path.  The format of a BFD packet
   when using it as an OAM tool for MPLS-TP LSPs SHOULD be as follows:

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                         MPLS Label stack                      |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                          GAL                                  |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |0 0 0 1|Version|   Reserved    |        Channel Type           |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                            ACH TLVs                           |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
       |                          BFD payload                          |
       |                                                               |
       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Figure 3: BFD packet over MPLS-TP LSPs

   [I-D.ietf-pwe3-vccv-bfd] specifies how BFD can be used over MPLS PWs.

   BFD supports continuous fault monitoring and thus meets the pro-
   active Continuity Check and verification requirement specified in
   [I-D.ietf-mpls-tp-oam-requirements].  BFD SHOULD be run pro-actively.
   This function SHOULD be performed between End Points (MEPs) of PWs,
   LSPs and Sections.  For point to multipoint Continuity Check, there
   is work in progress on using BFD for P2MP MPLS LSPs (
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   [I-D.katz-ward-bfd-multipoint]) and this can be leveraged for MPLS-TP
   LSPs as well.  Failure of a BFD session over a LSP can be used to
   trigger protection switching or other fault remedial procedures.

   When sending BFD packets using ACH, there MAY be a need to identify
   the maintenance end point (MEP) and/or the maintenance intermediate
   point (MIP) being monitored.  The MEP/MIP identifiers defined in
   [I-D.swallow-mpls-tp-identifiers] can be carried in the ACH TLVs
   [I-D.ietf-mpls-tp-ach-tlv] for identification.

4.  Security Considerations

   The draft does not introduce any new security considerations.  Those
   discussed in [RFC4379] are also applicable to this document.

5.  IANA Considerations

5.1.  New ACH Channel Type

   A new Channel type is defined in Section 2.1.  IANA is requested to
   assign a new value from the "PW Associated Channel Type" registry, as
   per IETF consensus policy.

       Value    Meaning
       -----    -------
        TBD     Associated Channel carries LSP-Ping packet
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