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Abstract

   EAP-MD5-Tunneled is an EAP protocol designed for use as an inner
   authentication protocol within a tunneling EAP protocol such as EAP-
   TTLS or EAP-PEAP. It is cryptographically equivalent to standard
   CHAP and the EAP-MD5-Challenge protocol. It can be used inside an
   EAP tunnel without exposing the system to the type of man-in-the-
   middle attack which use of CHAP or the original MD5 Challenge
   protocol is subject to, yet it is capable of being converted to CHAP
   credentials at the tunneling endpoint for proxy forwarding to legacy
   AAA servers, with no modification required of the legacy AAA server.

   It may also be converted to EAP-MD5-Challenge credentials at the
   tunneling endpoint for the purpose of proxy; however, the downstream
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   server that terminates the EAP-MD5-Challenge must be modified to
   provide a challenge that meets certain criteria.
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1. Introduction

   A number of protocols have recently been proposed that allow legacy
   password-based authentication protocols to be securely transported
   within a tunnel based on strong one-way authentication of a server
   based on its certificate. The intent of these tunneling protocols is
   to preserve the utility of the widely-deployed legacy protocols
   while securing them against dictionary and other attacks on networks
   that are subject to snooping or active interception of connections.

   EAP-TTLS and EAP-PEAP are examples of such protocols in the EAP
   world; both are based on tunnels created via TLS.

   Recent cryptographic analysis has revealed that, while these
   protocols do solve a set of security problems, they introduce a new
   vulnerability in certain circumstances [MITM]. Because these
   protocols do not cryptographically combine session keys derived from
   the inner protocol with session keys derived from the outer, it is
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   possible for an attacker to pose as an authentication server and
   dupe a client using a legacy protocol without benefit of a tunnel
   into exchanging protocol payloads with the attacker, which it, now
   acting as a client, can meanwhile use within a tunneling protocol to
   authenticate to a legitimate server as if it were the original user.

   The following conditions must obtain for such an attack to be
   feasible: (1) the user must use the same legacy protocol both in
   tunneled and untunneled modes, (2) the user must use the same
   credentials (i.e. username and password) in both tunneled and
   untunneled modes, and (3) the attacker must be able to pose as an
   authentication server on the network on which the user uses the
   legacy protocol in untunneled mode.

   The IETF EAP working group is studying means to preclude such an
   attack. It is currently the general opinion of that group that the
   tunneling protocols can be fixed only when the inner legacy
   protocols are capable of generating their own session keys
   [BINDING]. This implies that EAP-TTLS and EAP-PEAP can be made safe
   against such an attack for inner protocols such as MSCHAP and EAP-
   SIM, but not for protocols such as CHAP, EAP-MD5-Challenge, or EAP-
   GenericTokenCard.

   In fact, the CHAP and EAP-MD5-Challenge protocols can be made secure
   against this attack. The EAP-MD5-Tunneled protocol allows a
   password-challenge authentication to be performed inside the tunnel
   that can be converted to a CHAP or EAP-MD5-Challenge authentication
   outside the tunnel for forwarding via RADIUS or other AAA protocol
   to a legacy backend authenticator.

   Yet the EAP-MD5-Tunneled protocol itself is a different protocol
   than CHAP or EAP-MD5-Challenge, and, while an EAP-MD5-Tunneled
   authentication can be converted to CHAP or EAP-MD5-Challenge, CHAP
   or EAP-MD5-Challenge cannot be converted to EAP-MD5-Tunneled. Thus,
   the necessary conditions for mounting the attack are eliminated.

1.1 Using EAP-MD5-Tunneled to Secure CHAP

   CHAP is the most widely used means of authentication in use today
   for public access to the internet, with a large inventory of user
   databases and RADIUS servers in support of such authentication. As
   network providers deploy new networks over media such as radio, they
   will want to allow their users to continue using the same CHAP
   protocol with the same credentials against the same RADIUS servers,
   yet they will want to also take advantage of tunneling protocols to
   secure user credentials over easily-eavesdropped networks. Use of
   EAP-MD5-Tunneled allows such new deployments without introducing a
   new security risk.
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   When EAP-MD5-Tunneled is used within a tunnel, the tunneling server
   can forward CHAP credentials to a legacy AAA server, such as a
   RADIUS server. No modification to the legacy AAA server is required.

1.2 Using EAP-MD5-Tunneled to Secure EAP-MD5-Challenge

   EAP-MD5-Tunneled can easily be converted to CHAP because the CHAP
   protocol, as used in RADIUS, allows an intermediary - in this case,
   the tunneling server - to generate the challenge.

   However, CHAP's alter ego EAP-MD5-Challenge does not permit this;
   instead, the server terminating the EAP-MD5-Challenge protocol is
   responsible for generating challenge material, to ensure freshness.

   Therefore, in cases where it is desirable to forward an EAP-MD5-
   Challenge to a home authentication server, the collusion of that
   server is required. By properly constructing its challenge, the home
   authentication server can allow the tunneling server to perform EAP-
   MD5-Tunneled inside the tunnel and convert it to EAP-MD5-Challenge
   outside the tunnel.

   Note that no alteration of the EAP-MD5-Challenge protocol is
   required to do this. The home server would need to follow certain
   rules when creating its challenge; however, it would remain
   interoperable with any client using ordinary EAP-MD5-Challenge
   outside a tunnel.

   Unlike the CHAP case, however, home servers would require
   modification in order to perform EAP-MD5-Challenge in a manner
   compatible with EAP-MD5-Tunneled.

2. Architectural Model

   The network architectural model for EAP-MD5-Tunneled usage is shown
   below.

   The entities depicted are logical entities and may or may not
   correspond to separate network components. For example, the Tunnel
   Server and Home Server may be the same device. Entities that may be
   required in practice but are not relevant to this discussion, such
   access points or AAA proxies, are not shown.

   +--------+                   +--------+                   +--------+
   |        | EAP-MD5-Tunneled  |        |       CHAP        |        |
   | Client |<---- within ----->| Tunnel |<------ or ------->|  Home  |
   |        |    EAP tunnel     | Server | EAP-MD5-Challenge | Server |
   |        |                   |        |                   |        |
   +--------+                   +--------+                   +--------+

   -  The Client is a device seeking access to the network.



Paul Funk                expires October 2004                 [Page 4]



Internet-Draft                                              April 2004

   -  The Tunnel Server is a AAA device, such as a RADIUS server, that
      is trusted by the client and is able to terminate an EAP
      tunneling protocol such as EAP-TTLS or EAP-PEAP, once it has
      proven its identity via certificate or other credentials.

   -  The Home Server is a AAA device, such as a RADIUS server, that is
      able to authenticate users via CHAP or EAP-MD5-Challenge.

   The Client and Tunnel Server negotiate an EAP tunneling protocol
   such as EAP-TTLS or EAP-PEAP. Within the tunnel, they perform EAP-
   MD5-Tunneled as an inner authentication protocol.

   The authentication of the client is performed on the Home Server via
   CHAP or EAP-MD5-Challenge.

   The Tunnel Server transforms EAP-MD5-Tunneled data within the tunnel
   to CHAP or EAP-MD5-Challenge data outside the tunnel when forwarding
   to the Home Server. This transformation is one-way; untunneled CHAP
   or EAP-MD5-Challenge data received by an attacker cannot be
   transformed into EAP-MD5-Tunneled data for use inside a tunnel.

3. Algorithm Overview

   The basic idea behind EAP-MD5-Tunneled is that the MD5 digest
   operation is split between the Client and Tunnel Server. The Client
   responds to a challenge, not with the complete MD5 digest of
   password plus challenge, but rather with an intermediate result of
   the MD5 algorithm. The Tunnel Server receives the intermediate
   result and completes the MD5 algorithm. The Tunnel Server then has a
   challenge and response which are identical to that produced by
   normal CHAP; this challenge and response can be forwarded to the
   Home Server -- for example, a legacy RADIUS server -- as a normal
   CHAP or EAP-MD5-Challenge authentication.

   An attacker can no longer dupe a client using untunneled CHAP or
   EAP-MD5-Challenge, because any credentials sent by that client are
   useless within the EAP-MD5-Tunneled protocol.

4. A Review of MD5

   Because EAP-MD5-Tunneled does not use MD5 as a black box algorithm,
   but instead gets into the middle of it, a brief review of the
   pertinent features of the MD5 algorithm is provided here.

   MD5 is an iterative algorithm that applies a hashing function
   repeatedly to successive 64-octet blocks of a message until the
   entire message has been hashed. The message may be of any length.
   Prior to applying the hashing function, padding is appended to the
   message, consisting of a single octet of value 80 hex, 0 or more
   octets of value 0 to bring the message length to a multiple of 64
   octets less 8 octets, and 8 octets indicating the length, in bits,
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   of the original message. Thus the total length of the input to the
   hashing algorithm is a multiple of 64 octets.

   Each iteration of the algorithm applies the hashing function to two
   parameters: a 16-octet vector, and a 64-octet segment of the padded
   message.

   Let f(x, y) be the hashing function, V[n] be the nth 16-octet
   vector, and M[n] be the nth 64-octet message block (where n is 0-
   based). Then,

      V[0] = I, the fixed initialization vector defined for MD5
      V[n + 1] = f(V[n], M[n])

   The final output of the MD5 algorithm is the 16-octet vector given
   by V[N], where N is the number of 64-octet blocks in the padded
   message.

5. The Algorithm, in Pictures

   The diagrams below illustrate how the hashing function is applied in
   both standard MD5 processing and the modified processing used in
   EAP-MD5-Challenge. For simplicity, it is assumed that the total
   padded message length is 128 octets, so two applications of the
   hashing function are required. These diagrams are for explication
   only; a formal description of the algorithm follows.

   The following diagram illustrates the MD5 processing when using
   standard CHAP or EAP-MD5-Challenge.
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                    <------------------ 128 octets ------------------>
   +-------------+  +------------------------------------------------+
   |  V[0] = I   |  |ID| Password |  CHAP Challenge  |    padding    |
   +-------------+  +------------------------------------------------+
         |           \_________   __________/\__________   _________/
         v                     \ /                      \ /
   +-------------+              |                        |
   |  hashing    |              |                        |
   |  function   |<-------------+                        |
   |  (client)   |                                       |
   +-------------+                                       |
         |                                               |
         v                                               |
   +-------------+                                       |
   |    V[1]     |                                       |
   +-------------+                                       |
         |                                               |
         v                                               |
   +-------------+                                       |
   |  hashing    |                                       |
   |  function   |<--------------------------------------+
   |  (client)   |
   +-------------+
         |
         v
   +-------------+
   |CHAP Response|--------- to server -------------------------->
   +-------------+

   The following diagram illustrates the MD5 processing when using EAP-
   MD5-Tunneled. Note that the Client sends an intermediate result to
   the Tunnel Server, which completes the MD computation.
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                    <------------------ 128 octets ------------------>
   +-------------+  +------------------------------------------------+
   |  V[0] = I   |  |ID| Password |  CHAP Challenge  |    padding    |
   +-------------+  +------------------------------------------------+
         |           \_________   __________/\__________   _________/
         v                     \ /                      \ /
   +-------------+              |                        |
   |  hashing    |              |                        |
   |  function   |<-------------+                        |
   |  (client)   |                                       |
   +-------------+                                       |
         |                                               |
         v                                               |
   +-------------+                                       |
   |   V[1]      |                                       |
   +-------------+                                       v
         |                                        +-------------+
         |                                        |  hashing    |
         +----------------- to server ----------->|  function   |
                                                  |  (server)   |
                                                  +-------------+
                                                         |
                                                         v
                                                  +-------------+
                                                  |CHAP Response|
                                                  +-------------+

6. The Algorithm, in Formal Notation

   The following terms are used in the algorithm specification below.
   Note that vertical bar "|" indicates concatenation.

   -  f(x, y) is the MD5 hashing function, where x is a 16-octet vector
      and y is a 64-octet message segment.

   -  V is a 16-octet vector that is input to and output by the MD5
      hashing function, where:

         V[0] = I, the fixed MD5 initialization vector that is input to
         the first iteration of the hashing function f(x, y).

         V[n], for n > 0, is the output of the (n - 1)th, and input to
         the nth, iteration of the hashing function f(x, y).

   -  L(x) is the length, in octets, of a sequence x.

   -  ID is the one octet EAP identifier.

   -  P is the user password.

   -  C is the challenge.
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   -  S is the sequence ID | P | C, which is the entire sequence to be
      hashed via MD5.

   -  C1 and C2 are two subsequences of the challenge C, which, when
      concatenated, form the entire challenge; that is, C = C1 | C2. C1
      is the portion of the challenge that will be hashed by the
      client; C2 is the portion that will be added to the hash by the
      server. The challenge is partitioned such that L(ID | P | C1) is
      an exact multiple of 64 octets, as described more fully below.

   -  C1MIN is the minimum length of C1 that is required to provide
      sufficient challenge entropy; thus, L(C1) must be >= C1MIN.

   -  S' is the sequence ID | P | C1, which is the portion of S which
      is hashed by the client. L(S') will be a multiple of 64.

   -  N' is the number of 64-octet segments in S'; that is, L(S') = 64
      * N'.

   -  R' is the client's 16-octet response, based on the modified use
      of the MD5 algorithm.

   -  R is the response computed by the server, by extending R' with
      the remaining challenge material. Thus, R is the response that
      would result by performing a normal CHAP or EAP-MD5-Challenge
      with the complete challenge C.

6.1 Server Issues Challenge

   For ordinary CHAP or EAP-MD5-Challenge, an authentication server or
   NAS generates a random challenge of a length equal to the amount of
   entropy desired; typically this is 16 octets.

   In EAP-MD5-Tunneled, an additional 63 octets of challenge material
   beyond the minimum desired entropy C1MIN is generated. Depending on
   the password length, anywhere from 0 to 63 octets of the additional
   challenge will actually be used by the client as input to MD5. Thus,

      L(C) = C1MIN + 63

   Note that there is a conditioning rule for generating challenges
   that is required to prevent a coincidence that, though unlikely,
   would fatally undermine the security of this protocol if it
   occurred. This rule is discussed below.

6.2 Client Computes Response

   The Client receives the challenge C, and partitions it into C1 and
   C2, such that the length of the sequence S' is the largest possible
   multiple of 64. That is,
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      L(C2) = L(ID | P | C) mod 64

   Now, following normal CHAP/EAP-MD5-Challenge practice, the Client
   concatenates CHAP identifier, password and the C1 portion of the
   challenge to form the sequence S':

      S' = ID | P | C1

   The Client now has a sequence for input to the MD5 algorithm, whose
   length is an exact multiple of 64 octets; that is, N' * 64.

   The Client passes this sequence to the MD5 algorithm, and performs
   N' iterations of the hashing function f(x, y).

   Note that MD5 padding would normally add an additional 64 octets of
   padding to this sequence - an octet of 80 hex, 55 octets of 0 and 8
   octets of length; however, in the Client's modified use of the MD5
   algorithm, this padding will not be input to the MD5 hashing
   function.

   The Client response is computed using iterations of the MD5 hashing
   function f(x, y), as described above, where the final response R' is
   given by:

      R' = V[N']

   To simply sum up this process, the Client truncates the challenge to
   cause the input to the MD5 algorithm be an exact multiple of 64
   octets, then performs all MD5 iterations except the final one to
   produce its response.

6.3 Client Sends Response To Tunnel Server

   The Client sends its response R' to the Tunnel Server. In addition,
   the Client sends the number of octets in the password L(P); this is
   necessary to allow the Tunnel Server to complete the MD5 digest.

6.4 Tunnel Server Processes Response

   Having received R' and L(P), the Tunnel Server can now compute the
   correct response to the original challenge, by first recreating the
   state of the MD5 algorithm at the point that the Client left off,
   then completing the algorithm.

   The state of the algorithm after an iteration of the hashing
   function consists of the count of octets already processed, and the
   value of the vector V.

   The Tunnel Server can compute the count state variable based on the
   password size reported by the Client; the vector V is just R'.



Paul Funk                expires October 2004                [Page 10]



Internet-Draft                                              April 2004

   Thus, the steps to complete the MD5 algorithm are as follows:

   1  Based on the password length L(P) reported by the Client, compute
      the length of C2:

         L(C2) = (L(ID) + L(P) + L(C)) mod 64

   2  Compute the length of the sequence already hashed by the Client:

         L(S') = (L(ID) + L(P) + L(C)) - L(C2)

   3  Initialize the MD5 algorithm to the state at which it was left by
      the Client, by setting the initialization vector to R' and the
      count to L(S').

   4  Compute R, the response that ordinary CHAP/EAP-MD5-Challenge
      would yield, by completing the MD5 algorithm using C2 as message
      input, and applying normal padding. C2 will be the last L(C2)
      octets of the challenge, which may be anywhere from 0 through 63
      octets.

6.5 Tunnel Server Validates Response Locally or Remotely

   If the Tunnel Server knows the user's password (that is, it is also
   the Home Server), it can validate the Client response directly,
   simply by concatenating the EAP identifier ID, the user's known
   password P, and the full challenge C, performing an MD5 digest on
   that sequence, and comparing the result to R.

   If the Tunnel Server does not know the user's password, it may
   forward CHAP or EAP-MD5-Challenge values to the Home Server via
   RADIUS proxy or other means. These values will include ID, C and R.

6.6 Challenge Conditioning

   There is a precaution that a Tunnel Server must take when issuing a
   challenge, in order to eliminate the possibility that the modified
   version of MD5 used by this protocol can produce a result that is an
   alias of an actual MD5 digest.

   The last 8 octets of MD5 padding are set to the length of the
   message in bits. It is possible, with a random challenge, that the
   last 8 octets of the portion of the challenge used by the Client
   (C1) can be within a numeric range that would allow a man-in-the-
   middle attacker to formulate a challenge to a Client using non-
   tunneled EAP-MD5-Challenge and elicit a response which is identical
   to the response that would result from EAP-MD5-Tunneled. This would
   allow precisely the attack that this protocol is designed to avoid.



Paul Funk                expires October 2004                [Page 11]



Internet-Draft                                              April 2004

   The Tunnel Server must condition the challenge to ensure that no
   sequence of 8 octets can possibly alias a bit length that can
   naturally occur, by observing the following rule:

   -  Each octet in the challenge must be non-0.

   This can easily be done, for example, by generating a random
   challenge and converting all octets of value 0 to octets of value 1.
   Note that the amount by which this reduces the entropy of the
   challenge is insignificant.

   The absence of octets of value 0 in the challenge ensures that any
   sequence of 8 octets will indicate an impossibly high bit length.

   The Client, for its part, must refuse to proceed with authentication
   if it receives a challenge that does not meet the above condition.

7. Using EAP-MD5-Tunneled with EAP-MD5-Challenge

   In order for Tunnel Server to use EAP-MD5-Tunneled within a tunnel
   to the Client, while proxying an EAP-MD5-Challenge outside the
   tunnel to a Home Server, the Home Server must follow these rules:

   -  The Home Server must provide at least 79 octets of challenge
      material. This implies that C1MIN is always at least 16 octets,
      which is generally considered sufficient challenge entropy.

   -  The Home Server must condition the challenge as described above;
      that is, it must not contain any octets of value 0.

   When the Tunnel Server receives the initial EAP-MD5-Challenge
   request from the Home Server, it simply uses that challenge rather
   than issue its own, as it would if it were forwarding CHAP.

   The Tunnel Server must require that the challenge received from the
   Home Server be at least 79 octets and not contain 0 octets; if these
   conditions are not met, it must not perform an EAP-MD5-Tunneled
   authentication with the Client.

8. Packet Formats

   EAP-MD5-Tunneled is performed in a single EAP round trip; that is, a
   single EAP Request from the server and a single EAP Response from
   the client.

   The packet formats below show EAP payloads only, not the EAP header.
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8.1 EAP Request

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |     Type      |  Value-Size   |        Challenge ...          |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
      |                                                               |
      .                                                               .
      .                                                               .
      .                                                               .
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Name ...
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type

      This field is one octet and is set to (tbd).

   Value-Size

      This field is one octet and indicates the length of the Challenge
      field.

   Challenge

      This field contains the challenge value C, as described above. It
      is a variable length random sequence of octets, whose length is
      C1MIN + 63, where C1MIN is determined by server policy, and is
      typically 16 octets or more. The challenge value must be
      conditioned by ensuring the absence of any octets of value 0, as
      described above.

   Name

      This field is of variable length and may be omitted entirely. It
      may be used to identify the system transmitting the packet. There
      are no limitations on the content of this field. For example, it
      MAY contain ASCII character strings or globally unique
      identifiers in ASN.1 syntax. The Name should not be NUL or CR/LF
      terminated. Its size is inferred from the Length field of the EAP
      header.
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8.2 EAP Response

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |     Type      |  Value-Size   |        Response ...           |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
      |                                                               |
      +                                                               +
      |                                                               |
      +                                                               +
      |                                                               |
      +                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                               |       Password-Length         |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Name ...
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type

      This field is one octet and is set to (tbd).

   Value-Size

      This field is one octet and indicates the length of the Response
      field. It is always 16.

   Response

      This field is 16 octets and contains the response value R', as
      described above.

   Password-Length

      This field is two octets and indicates the length, in octets, of
      the user's password L(P).

   Name

      This field is of variable length and may be omitted entirely. It
      may be used to identify the system transmitting the packet. There
      are no limitations on the content of this field. For example, it
      MAY contain ASCII character strings or globally unique
      identifiers in ASN.1 syntax. The Name should not be NUL or CR/LF
      terminated. Its size is inferred from the Length field of the EAP
      header.
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9. Security Considerations

9.1 Security Policy Constraints

   The purpose of EAP-MD5-Tunneled is to provide an authentication
   protocol that is different from protocols already in use, in order
   to prevent a man-in-the-middle attack that depends on the same
   protocol with the same credentials being used both inside and
   outside a tunnel.

   Therefore, EAP-MD5-Tunneled MUST NOT be used except within a
   tunneled EAP protocol such as EAP-TTLS or EAP-PEAP. The tunneling
   protocol must at a minimum provide for encryption of the inner EAP-
   MD5-Tunneled data and provide for strong trust of the server by the
   client via certificate or other means.

   Both Client and Tunnel Server must adhere to the above constraint.

   A Tunnel Server can completely protect against the attack against
   tunneled protocols by refusing to perform CHAP or EAP-MD5-Challenge
   within a tunnel, and by only permitting EAP-MD5-Tunneled to be used
   for CHAP-type credentials.

9.2 Revelation of Password Length

   Note that the Client must indicate to the Tunnel Server the length
   of the user's password. This reduces somewhat the entropy of the
   password, as seen by the Tunnel Server, and would make a dictionary
   attack slightly easier to mount.

   This length, however, is only revealed to the Tunnel Server. Because
   the information is in an encrypted tunnel, it is not available to
   eavesdroppers. Also, because the challenge that is forwarded to the
   Home Server is of independent length, the password length is not
   revealed when a CHAP or EAP-MD5-Challenge authentication is
   forwarded outside the tunnel.

   This is not felt to be a security concern, because the server that
   is the tunnel endpoint is explicitly trusted by the user, and
   trusted in particular not to mount dictionary attacks when using
   challenge/response protocols based on passwords.

9.2.1 Relation of Entropy to Feasibility of Dictionary Attack

   It is also worth noting that the decrease in resistance to
   dictionary attack is less than the reduction in entropy would seem
   to indicate. A dictionary attack proceeds by brute force, examining
   candidate passwords in decreasing order of likelihood. Since longer
   passwords are usually less likely than shorter ones, a dictionary
   attack will generally examine shorter passwords before longer ones.
   Knowledge of password length, therefore, serves to eliminate from
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   consideration mostly candidate passwords that are shorter than the
   known length, rather than longer. Since the number of possible
   passwords increases with size, elimination of shorter passwords
   represents a relatively small population of eliminated passwords
   compared to the number of passwords of the actual length that must
   be examined.

   To understand why this is so, consider an extreme case in which
   there are 8 possible password characters, all equally probable; and
   all password lengths are also equally probable over a certain range.
   With such a password pool, the likelihood of a particular password
   is strictly related to its length; that is, all 5-character
   passwords are more likely that 6-character passwords. Therefore, a
   dictionary attack would examine all 5-character passwords before
   continuing on to 6-character passwords, etc. If it is known that the
   password is 6 characters, the attacker only saves having to examine
   passwords of 5 characters or fewer; passwords of 7 characters or
   more would not have been examined in any case, since examination of
   the 6-character passwords would already have yielded a result. But
   the number of 5-character passwords is 1/8 of the number of 6-
   character passwords, the number of 4-character passwords is 1/64,
   etc. So the number of candidate passwords eliminated from
   consideration is quite small relative to the number that would still
   have to be examined.

   Of course, in reality the password characters will not be equi-
   probable, and the variance in probability means that, for example,
   there will be some 7-character passwords that are more likely than
   6-character passwords. Still, the general correlation of length to
   likelihood holds, and if knowledge of password length represents a
   entropy reduction of, say, 4 bits, the reduction of work for a
   dictionary attack is considerably less than a factor of 16.
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   This document and translations of it may be copied and furnished to
   others, and derivative works that comment on or otherwise explain it
   or assist in its implementation may be prepared, copied, published
   and distributed, in whole or in part, without restriction of any
   kind, provided that the above copyright notice and this paragraph
   are included on all such copies and derivative works.  However, this
   document itself may not be modified in any way, such as by removing
   the copyright notice or references to the Internet Society or other
   Internet organizations, except as needed for the purpose of
   developing Internet standards in which case the procedures for
   copyrights defined in the Internet Standards process must be
   followed, or as required to translate it into languages other than
   English.

   The limited permissions granted above are perpetual and will not be
   revoked by the Internet Society or its successors or assigns.

   This document and the information contained herein is provided on an
   "AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
   TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
   BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
   HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
   MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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