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Abstract

This document provides recommendations on the use of the secure hash
functions SHA-512/224 and SHA-512/256 specified in FIPS 180. SHA-
512/224 and SHA-512/256 are SHA-512-based and truncated to match the
output size of SHA-224 and SHA-256. On 64-bit platforms, the SHA-512-
truncated algorithms provide better performance than their comparably
sized SHA-224 and SHA-256 variants.
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1. Introduction

NIST specified two hash algorithms, SHA-512/224 and SHA-512/256, in
the hash algorithms standard: FIPS 180 [FIPS180]. These two hash
algorithms have the same performance characteristics of SHA-512
since the only differences between them and SHA-512 are the initial
hash values (IVs) and the truncation step to reduce the 512-bit last
internal hash value to become 224 or 256-bit final hash value for
SHA-512/224 and SHA-512/256 respectively.

SHA-512 consumes roughly 10-45% fewer clock cycles per byte than
SHA-256 as shown from performance-comparison data for SHA-256 and
SHA-512 on many different 64-bit platforms by [SHA256]. This means
that SHA-512 runs roughly 10-80% faster than SHA-256 and SHA-224
on these 64-bit machines, which are becoming more prevalent.

Also, [512/256] provides performance comparison data for SHA-256
and SHA-512 on a specific 2010 Intel architecture, the Xeon X5670
processor. The data shows that SHA-512 consumes roughly 37% fewer
clock cycles per byte than SHA-256. Put another way, SHA-512 is
roughly 60% faster (more efficient) than SHA-256 on this machine.
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This internet draft discusses the choices between using SHA-224 and
SHA-256 verses SHA-512/224 and SHA-512/256 in digital signature
applications and HMACs based on their performance advantages to each
other.

2. Conventions used in this document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

3. Usage Recommendation for Digital Signatures with SHA-512/224 and SHA-
512/256

Obviously, SHA-512/224 and SHA-512/256 may be substituted for SHA-224
and SHA-256 respectively in protocols and applications.

One of the common uses of hash functions is in digital signature
applications. There are three NIST-approved digital signature
algorithms defined in [FIPS186]: RSA, DSA and ECDSA.

When a 1024 or 2048-bit RSA digital signature algorithm is used, any
of the approved hash functions can be used since their biggest hash
value is only 512 bits (when SHA-512 is used). Different padding
methods have different required fields in the data block that is
signed by the RSA private key and the RSA moduli (1024 or 2048 bits).
The total size of these required fields and the hash value is not
greater than 1024 bits. Therefore, RSA digital signature applications
will not have any technical issues in deploying any of the approved
hash algorithms including SHA-512. Therefore, SHA-512/224 and SHA-
512/256 are not preferred over SHA-512 for RSA digital signature
applications. However, if a RSA digital signature application in a
system that is a 64-bit platform, SHA-512/224 and SHA-512/256 are
preferred over SHA-224 and SHA-256 respectively due to their
performance advantage over these latter two hash functions.

If communicating points in a protocol are mainly to be run on 64-bit
platforms, SHA-512/224 or SHA-512/256 should be used in 2048-bit RSA
digital signature application. It is important to note that 1024-bit
RSA digital signature generation is disallowed by NIST after 2013,
see SP 800-131A [131A] for more details.

If digital signature algorithm is negotiable in a protocol where
communicating points may be run on both 64-bit and smaller (32-bit
for example) platforms, RSA digital signature with either SHA-512/224
or SHA-512/256 should be an option if RSA digital signature algorithm
is supported. For example, if both ends of a communication run on 64-
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bit platforms, they may want to use RSA with SHA-512/224 or SHA-
512/256. If both ends of the communication run on 32-(or smaller) bit
platforms (constrained environments), they may prefer to use RSA with
SHA-224 or SHA-256 instead. And, if one end runs on 64-bit platform
and the other end runs on a 32-(or smaller) bit platform, then it
depends on the situation for which what digital signature algorithm:
RSA with SHA-512/224 (or SHA-512/256) or RSA with SHA-224 (or SHA-
256) should be used (from negotiation). A server running on a 64-bit
machine that handles a lot of computation with many clients may
prefer to use RSA with SHA-512/224 or SHA-512/256, but a constrained
client may prefer to use RSA with SHA-224 or SHA-256 instead.

For DSA, there are two key pair sizes, which are NIST-approved:
(L=2048, N=224) and (L=3072, N=256) (the key pair size: (L = 1024, N
= 160) is not NIST-allowed to generate new digital signatures after
the end of 2013). In DSA digital signature generation process (see
FIPS 186 for details), if the hash value of the message is greater
than N (size of p), only N left-most bits of the hash value will be
used in the signing operation. Therefore, there is no security
reasons to deploy a hash function which produces hash output larger
than N (in bits) such as SHA-512. So, when getting performance
advantage from SHA-512/224 and SHA-512/256 over SHA-224 and SHA-256
on the platforms which are optimized for 64-bit operations is a good
thing, SHA-512/224 and SHA-512/256 should be used for (L=2048, N=224)
and (L=3072, N=256) DSA digital signature applications respectively.

If communicating points in a protocol are mainly to be run on 64-bit
platforms, SHA-512/224 and SHA-512/256 should be used in (L=2048,
N=224) and (L=3072, N=256) DSA digital signature applications
respectively.

If digital signature algorithm is negotiable in a protocol where
communicating points may be run on both 64-bit and smaller (32-bit
for example) platforms, DSA with SHA-512/224 or SHA-512/256 should be
an option if DSA digital signature algorithm is supported

ECDSA digital signature algorithms are specified in FIPS 186. Their
NIST-approved key sizes and hash functions are described in SPs 800-
57, part 1 [57] and 800-131A [131A]. After 2013, only curves with n
at least 224 bits are NIST-approved for digital signature generation.
In ECDSA, if the hash function produces the hash value bigger than
the size of n, then only the n left-most bits of the hash value are
used in computing and verifying the ECDSA digital signatures.
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If communicating points in a protocol are mainly to be run on 64-bit
platforms, SHA-512/224 and SHA-512/256 should be used in 224 and 256-
bit ECDSA digital signature applications respectively.

If digital signature algorithm is negotiable in a protocol where
communicating points may be run on both 64-bit and smaller (32-bit
for example) platforms, 224 or 256-bit ECDSA with SHA-512/224 or SHA-
512/256 respectively should be an option if ECDSA digital signature
algorithm is supported.

SHA-512/224 and SHA-512/256 in HMAC

Besides being used in digital signature applications, hash functions
are also used in HMAC [RFC2104]. If an exact 224-bit or 256-bit HMAC
value is needed, SHA-512/224 and SHA-512/256 should be used instead
of truncating SHA-512's hash output. And, HMAC with SHA-512/224 or
SHA-512/256 is strongly recommended for protocols where communicating
parties are mainly to be run on 64-bit platforms over HMAC with SHA-
224 or SHA-256 respectively.

. Security Considerations

Note that SHA-512/224 and SHA-512/256 provide 112 and 128 bits of
collision resistance for digital signatures. See NIST SP 800-107
[107] for more discussion about security of these two hash functions.
IANA Considerations

None.

. Conclusions

Will be added later.
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